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NAME
curl_easy_setopt - set options for a curl easy handle

SYNOPSIS
#include <curl/curl.h>

CURLcode curl_easy_setopt(CURL *handle, CURLoption option, parameter);

DESCRIPTION
curl_easy _setopt() is used to tell libcurl vhato behave. By using the appropriate options to
curl_easy_setoptyou can change libcud'behavior All options are set with theption followed by a
parameter That parameter can bdang, afunction pointer, an object pointer or acurl_off_t, depending
on what the specific option expects. Read this manual carefully as bad input values may cause libcurl to
behae badly! You can only set one option in each function call. A typical application useg man
curl_easy_setopt() calls in the setup phase.

Options set with this function call are valid for all forthcoming transfers performed usirtatide The
options are not in gnway reset between transfers, so if you want subsequent transfers Watiendif
options, you must change them between the transfetscan optionally reset all options back to internal
default withcurl_easy_reset(3)

Strings passed to libcurl as 'char *gaments, will not be copied by the libraigstead you shouldelep
them a&ailable until libcurl no longer needs them. Failing to do so will cawsg wdd behavior orven
crashes. libcurl will need them until you callrl_easy_cleanup(3)r you set the same option again to use
a dfferent pointer.

Thehandleis the return code fromaurl_easy_init(3)or curl_easy_duphandle(2xll.

BEHAVIOR OPTIONS
CURLOPT_VERBOSE
Set the parameter to non-zero to get the library to display a l@rbbse information about its
operations. Very useful for libcurl and/or protocol dgging and understanding. Therkose
information will be sent to stdemr the stream set witGURLOPT_STDERR

You hardly ever want this set in production use, you will almoswajls want this when you
delug/report problems. Another neat option forutgding is theCURLOPT_DEBUGFUNCTION

CURLOPT_HEADER
A non-zero parameter tells the library to include the header in the body output. This is only rele-
vant for protocols that actually t1@ headers preceding the data ¢liKTTP).

CURLOPT_NOPROGRESS
A non-zero parameter tells the library to shiittbé built-in progress meter completely.

Future versions of libcurl is likely to notVeany hiilt-in progress meter at all.

CURLOPT_NOSIGNAL
Pass a long. If it is non-zero, libcurl will not useyafunctions that install signal handlers oy an
functions that cause signals to be sent to the process. This option is mainly hene toudtilo
threaded unix applications to still set/use all timeout options etc, without risking getting signals.
(Added in 7.10)

Consider hilding libcurl with ares support to enable asynchronous DNS lookups. It enables nice
timeouts for name resolves without signals.

CALLBACK OPTIONS
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CURLOPT_WRITEFUNCTION
Function pointer that should match the fallog prototype:size t function( void *ptr, size t
size, size t nmemb, void *stream); This function gets called by libcurl as soon as there is data
receved that needs to be wad. The size of the data pointed to pir is size multiplied with
nmemb it will not be zero terminated. Return the number of bytes actualgntaéire of. If that
amount difers from the amount passed to your function, it'll signal an error to the library and it
will abort the transfer and retu@URLE_WRITE_ERROR

This function may be called with zero bytes data if the transfered file is empty.

Set this option to NULL to get the internal del function. The internal default function will
write the data to the FILE * gén with CURLOPT_WRITERBTA.

Set thestreamargument with th€ URLOPT_WRITERTA option.

The callback function will be passed as much data as possible imakitsnbut you cannot possi-

bly make any assumptions. It may be one byte, it may be thousands. The maximum amount of data
that can be passed to the write callback is defined in the curl.lh header file:
CURL_MAX_WRITE_SIZE.

CURLOPT_WRITEDATA
Data pointer to pass to the file write function. If you use GR&ERLOPT WRITEFUNCTION
option, this is the pointer you'll get as input. If you darse a callback, you must pass a 'FILE *
as libcurl will pass this to fwrite() when writing data.

The internal CURLOPT_WRITEFUNCTIONvill write the data to the FILE * gen with this
option, or to stdout if this option hasibeen set.

If you're using libcurl as a win32 DLL, yoM UST use theCURLOPT_WRITEFUNCTIOMN you
set this option or you will experience crashes.

This option is also knen with the older nam€URLOPT_FILE the nameCURLOPT_ WRITE-
DATAwas introduced in 7.9.7.

CURLOPT_READFUNCTION
Function pointer that should match the fallog prototype:size t function( void *ptr, size t
size, size t nmemb, void *stream); This function gets called by libcurl as soon as it needs to read
data in order to send it to the peEne data area pointed at by the poimpgmay be filled with at
mostsizemultiplied withnmembnumber of bytes. &ur function must return the actual number of
bytes that you stored in that memory area. Returning O will signal end-of-file to the library and
cause it to stop the current transfer.

If you stop the current transfer by returning 0 "pre-maturely" (i.e before the server expected it, lik
when youve old you will upload N bytes and you upload less than N bytes), you rpayience
that the server "hangs" waiting for the rest of the data thatt wome.

The read callback may retu@iJRL_READFUNC_ABORID stop the current operation immedi-
ately, resulting in aCURLE_ABORTED_BY_CALIXK error code from the transfer (Added in
7.12.1)

If you set the callback pointer to NULL, or dodssgt it at all, the defult internal read function
will be used. It is simply doing an fread() on the FILE * stream set@IitRLOPT_READRBTA.

CURLOPT_READIATA
Data pointer to pass to the file read function. If you us€theLOPT_READFUNCTIOMNption,
this is the pointer you'll get as input. If you dbgpecify a read callbackub instead rely on the
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default internal read function, this data must be a valid readable FILE *.

If you're using libcurl as a win32 DLL, you MUST us€C&/RLOPT_READFUNCTIONM you set
this option.

This option is also known with the older na@ERLOPT _INFILE the nameCURLOPT_READ-
DATAwas introduced in 7.9.7.

CURLOPT_IOCTLFUNCTION
Function pointer that should match therl_ioctl_callbackprototype found irccurl/curl.h>. This
function gets called by libcurl when something special I/O-related needs to be done that the library
cant do by itself. For nav, rewinding the read data stream is the only action it can request. The
rewinding of the read data stream may be necessary when doing a HTTP PUT or POST with a
multi-pass authentication method. (Opion added in 7.12.3)

CURLOPT_IOCTLDATA
Pass a pointer that will be untouched by libcurl and passed as the 3rd argument in the ioctl call-
back set wittCURLOPT_IOCTLFUNCTION(Option added in 7.12.3)

CURLOPT_PROGRESSFUNCTION
Function pointer that should match ttwrl_progress_callbackprototype found inccurl/curl.h>.
This function gets called by libcurl instead of its internal eaent with a frequent interval during
data transfer Unknovn/unused argument values will be set to zerce(Ifkyou only davnload
data, the upload size will remain 0). Returning a non-zero value from this callback will cause
libcurl to abort the transfer and rett@URLE_ABORTED_BY_CALKEK.

CURLOPT_NOPROGRES#ust be set to FALSE to malkhis function actually get called.

CURLOPT_PROGRESSATA
Pass a pointer that will be untouched by libcurl and passed as the diushemt in the progress
callback set witltCURLOPT_PROGRESSFUNCTION

CURLOPT_HEADERFUNCTION
Function pointer that should match the fallog prototype:size t function( void *ptisize_t size
size_t nmemb, void *&am); This function gets called by libcurl as soon as it hasveddeader
data. The header callback will be called once for each header and only complete header lines are
passed on to the callbackarBing headers should be easy enough using this. The size of the data
pointed to byptr is sizemultiplied withnmemb Do not assume that the header line is zero termi-
nated! The pointer namedreamis the one you set with tteURLOPT_WRITEHEADERBption.
The callback function must return the number of bytes actuaknteére of, or return -1 to signal
error to the library (it will cause it to abort the transfer witCldRLE_WRITE_ERROReturn
code).

Since 7.14.1: When a server sends a chunked encoded tramsfgr contain a traileiThat trailer

is identical to a HTTP header and if such a trailer is veddt is passed to the application using
this callback as well. There areveral ways to detect it being a trailer and not an ordinary header:
1) it comes after the response-body it comes after the final header line (CR LF) 3)rail€r:
header among the response-headers mention what header to expect in the trailer.

CURLOPT_WRITEHEADER
(This option is also known &BBURLOPT_HEADERDATA) Pass a pointer to be used to write the
header part of the reced data to. If you dort’use your own callback to tekare of the writing,
this must be a valid FILE *. See also B RLOPT_HEADERFUNCTIOMNption abee a how
to set a custom get-all-headers callback.

CURLOPT_DEBUGFUNCTION
Function pointer that should match the faling prototype:int curl_delug_callbak (CURL *,
curl_infotype char *, size_t, void *); CURLOPT_DHEBGFUNCTION replaces the standard
delug function used whelCURLOPT_VERBOSEHSs in effect. This callback reaais debug
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information, as specified with treairl_infotype agument. This function must return 0. The data
pointed to by the char * passed to this function WILLTNG2 zro terminated, but will bexactly
of the size as told by the size_t argument.

Available curl_infotype values:

CURLINFO_TEXT
The data is informational text.

CURLINFO_HEADER_IN
The data is header (or header-like) data veddrom the peer.

CURLINFO_HEADER_OUT
The data is header (or header-like) data sent to the peer.

CURLINFO_DATA_IN
The data is protocol data reead from the peer.

CURLINFO_DATA_OUT
The data is protocol data sent to the peer.

CURLOPT_DEBUGIATA

Pass a pointer to whater you want passed in to yoQURLOPT_DEBUGFUNCTION the last
void * argument. This pointer is not used by libcurl, it is only passed to the callback.

CURLOPT_SSL_CTX_FUNCTION

Function pointer that should match the following prototyReRL code sslctxfun(CURL *curl,

void *sdlctx, void *parm); This function gets called by libcurl just before the initialization of an
SSL connection after kiang processed all other SSL related options t@ g kst chance to an
application to modify the behaviour of openssl initialization. Thesslctxparameter is actually

a pointer to an opens$SL_CTXIf an aror is returned no attempt to establish a connection is
made and the perform operation will return the error code from this callback fun&gtrthe
parm amgument with theCURLOPT_SSL_CTX AJA option. This option was introduced in
7.11.0.

This function will get called on all meconnections made to a seryvduring the SSL ngotiation.
The SSL_CTX pointer will be a meone every time.

To use this properlya ron-trivial amount of knowledge of the openssl libraries is neceddaiyg

this function allows for example to use openssl callbacks to add additional validation code for cer
tificates, anden to change the actual URI of an HTTPS requesafeple used in the lib509 test
case). Sealso the example section for a replacement of éyeckrtificate and trust file settings.

CURLOPT_SSL_CTX_BTA

Data pointer to pass to the ssl comteallback set by the optioBURLOPT_SSL_CTX_FUNC-
TION, this is the pointer you'll get as third paramettherwiseNUL L. (Added in 7.11.0)

ERROR OPTIONS
CURLOPT_ERRORBUFFER

libcurl 7.14.2

Pass a char * to audifer that the libcurl may store human readable error messages in. This may be
more helpful than just the return code framrl_easy performThe huffer must be at least
CURL_ERROR_SIZE big.

UseCURLOPT_VERBOSENdCURLOPT_DEBUGFUNCTIOND better debug/trace wterrors
happen.

If the library does not return an errdine huffer may not hee been touched. Do not rely on the
contents in those cases.

In a fev rare cases, there is no text string associated with the error in libcurl and then you may not
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get a string in theuffer even though it returns an errofhis is considered auy and we appreciate
your reports about these casesyway, you can &oid problems with these cases in your program
by making sure to clear the first byte of the error buffer before you call curl_easy_perform().

CURLOPT_STDERR
Pass a FILE * as parameteTell libcurl to use this stream instead of stderr when showing the
progress meter and displayi@@ RLOPT_ VERBOS#ata.

CURLOPT_FAILONERROR
A non-zero parameter tells the library tilfsilently if the HTTP code returned is equal to or
larger than 300. The default action would be to return the page narigatlying that code.

NETWORK OPTIONS
CURLOPT_URL
The actual URL to deal with. The parameter should be a char * to a zero terminated string. The
string must remain present until curl no longer needs it, as it dwegg’the string.

If the given URL lacks the protocol part ("http://" or "ftp://" etc), it will attempt to guess which
protocol to use based on thesgyi host name. If the gén protocol of the set URL is not sup-
ported, libcurl will return on error QURLE_UNSUPPORTED RROCOL) when you call
curl_easy_perform(3pr curl_multi_perform(3) Use curl_version_info(3)for detailed info on
which protocols that are supported.

CURLOPT_URLis the only option that must be set befouel_easy perform(3f called.

CURLOPT_PRXY
Set HTTP proxy to use. The parameter should be a char * to a zero terminated string holding the
host name or dotted IP address.gpecify port number in this string, append :[port] to the end of
the host name. The proxy string may be prefixed with [protocol]:// sincauah prefix will be
ignored. The proxyg port number may optionally be specified with the separate ofildR-
LOPT_PROXYPORT

When you tell the library to use an HTTP prokicurl will transparently corert operations to
HTTP even if you specify an FTP URL etc. This maykam impact on what other features of the
library you can use, such @&JRLOPT_QUOTEand similar FTP specifics that dowork unless
you tunnel through the HTTP prax8uch tunneling is acotated with CURLOPT_HTTPPRXY-
TUNNEL

libcurl respects the environmerdrniableshttp proxy, ftp_proxy, all_proxy etc, if ary of those is
set. TheCURLOPT_PRXY option does hwever override ary possibly set environmentviables.

Starting with 7.14.1, the proxy host string can be specifiedxdiet same way as the proxyven
ronment variables, include protocol prefix (http://) and embedded user + password.

CURLOPT_PRXYPORT
Pass a long with this option to set the proxy port to connect to unless it is specified in the proxy
stringCURLOPT_PRXY.

CURLOPT_PRXYTYPE
Pass a long with this option to set type of the profyailable options for this areCURL-
PROXY_HTTPandCURLPROXY_SOCKSHwith the HTTP one being default. (Added in 7.10)

CURLOPT_HTTPPRXYTUNNEL
Set the parameter to non-zero to get the library to tunnel all operations througim & Gi' P
proxy. There is a big dierence between using a proxy and to tunnel through it. If you koow
what this means, you probably dowant this tunneling option.
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CURLOPT_INTERRCE

Pass a char * as paramet@his set the interface name to use as outgoing network interface. The
name can be an interface name, an IP address or a host name.

CURLOPT_DNS_CACHE_TIMEOUT

Pass a long, this sets the timeout in seconds. Name resolves wiépbeékmemory for this num-
ber of seconds. Set to zero (0) to completely disable caching, or set to -1dchmalached
entries remain forer. By default, libcurl caches this info for 60 seconds.

CURLOPT_DNS_USE_GLOBAL_CACHE

Pass a long. If the value is non-zero, it tells curl to use a global DNS cache that wilesurvi
between easy handle creations and deletions. This is not thread-safe and this will use arglobal v
able.

WARNING: this option is considered obsolete. Stop using it. Switehto using the share inter
face instead! SeEURLOPT_SHARBENdcurl_share_init(3)

CURLOPT_BUFFERSIZE

Pass a long specifying your preferred size (in bytes) for thevedmifer in libcurl. The main

point of this would be that the write callback gets called more often and with smaller chunks. This
is just treated as a request, not an ordeu cannot be guaranteed to actually get threnggize.
(Added in 7.10)

This size is by default set as big as possible (CURL_MAX_WRITE_SIZE), so it only makse sense
to use this option if you want it smaller.

CURLOPT_PORT

Pass a long specifying what remote port number to connect to, instead of the one specified in the
URL or the default port for the used protocol.

CURLOPT_TCP_NODELAY

Pass a long specifying whether the TCP_NODEHL@ption should be set or cleared (1 = set, 0 =
clear). The option is cleared by default. This wilvéao efect after the connection has been
established.

Setting this option will disable TC®Nagle algorithm. The purpose of this algorithm is to try to
minimize the number of small packets on the network (where "smalefsckeans TCP ge
ments less than the Maximum Segment Size (MSS) for the network).

Maximizing the amount of data sent per TCBrsent is good because it amortizes thierlread

of the send. Heever, in some cases (most notably telnet or rlogin) smajhsnts may need to be

sent without delayThis is less efficient than sending larger amounts of data at a time, and can con-
tribute to congestion on the network fepdone.

NAMES and PASSWORDS OPTIONS (Authentication)
CURLOPT_NETRC

libcurl 7.14.2

This parameter controls the preference of libcurl between using user names and passwords from
your/.netrcfile, relative 1o user names and passsds in the URL supplied witBURLOPT_URL

libcurl uses a user name (and supplied or prompted password) supplicdWRILOPT USER-
PWDin preference to anof the options controlled by this parameter.

Pass a long, set to one of the values describedwbelo

CURL_NETRC_OPTIONAL
The use of youf/.netrcfile is optional, and information in the URL is to be preferred.
The file will be scanned with the host and user name (to find the qaisenly) or with
the host onlyto find the first user name and password after tiethine which ever
information is not specified in the URL.
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Undefined values of the option will Vetis effect.

CURL_NETRC_IGNORED
The library will ignore the file and use only the information in the URL.

This is the default.

CURL_NETRC_REQUIRED
This value tells the library that use of the file is required, to ignore the information in the
URL, and to search the file with the host only.

Only machine name, user name and pasdware taken into account (init macros and similar thingstaren’
supported).

libcurl does not verify that the file has the correct properties set (as the standard Unix ftp client does). It
should only be readable by user.

CURLOPT_NETRC_FILE

Pass a char * as parametpointing to a zero terminated string containing the full path name to the
file you want libcurl to use as .netrc file. If this option is omitted, QOdRLOPT_NETRGs set,
libcurl will attempt to find the a .netrc file in the current useome directory(Added in 7.10.9)

CURLOPT_USERPWD

Pass a char * as parameterich should be [user name]:[passwd] to use for the connection. Use
CURLOPT_HTTRUTH to decide authentication method.

When using HTTP an€@URLOPT_FOLLOWLOCATIONibcurl might perform seeral requests

to possibly different hosts. libcurl will only send this user and pasbimformation to hosts using
the initial host name (unlesSURLOPT_UNRESTRICTED_AUTH set), so if libcurl follavs
locations to other hosts it will not send the user and password to those. This is enforceehto pre
accidental information leakage.

CURLOPT_P®XYUSERPWD

Pass a char * as parametahich should be [user name]:[password] to use for the connection to
the HTTP proxy UseCURLOPT_PRXYAUTH to decide authentication method.

CURLOPT_HTTRUTH

libcurl 7.14.2

Pass a long as parametevhich is set to a bitmask, to tell libcurl what authentication method(s)
you want it to use. Thevailable bits are listed bela If more than one bit is set, libcurl will first

guery the site to see what authentication methods it supports and then pick the best oneryou allo
it to use. For some methods, this will induce an extra network round-trip. Set the actual name and
password with th€URLOPT_USERPWDption. (Added in 7.10.6)

CURLAUTH_BASIC
HTTP Basic authentication. This is the agf choice, and the only method that is in
wide-spread use and supported virtuallgrgwhere. This is sending the user name and
password eer the network in plain text, easily captured by others.

CURLAUTH_DIGEST
HTTP Digest authentication. Digest authentication is defined in RFC2617 and is a more
secure way to do authenticationep public networks than the gelar old-fshioned
Basic method.

CURLAUTH_GSSNEGOTIATE
HTTP GSS-Negotiate authentication. The GSS-Negotiate (alserkae plain "Ngoti-
ate") method was designed by Microsoft and is used in their web applications. It is pri-
marily meant as a support for Kerberos5 authenticatimmiay be also used along with
another authentication methods. For more information see IETF draft draft-brezak-
spnego-http-04.txt.

You need to build libcurl with a suitable GSS-API library for this to work.
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CURLAUTH_NTLM
HTTP NTLM authentication. A proprietary protocolvemted and used by Microsoft. It
uses a challenge-response and hash concept similar to Digestydoat pne passard
from being eaesdropped.

You need to build libcurl with OpenSSL support for this option tarky or build libcurl
on Windows.

CURLAUTH_ANY
This is a comenience macro that sets all bits and thus makes libcurl pick éinds suit-
able. libcurl will automatically select the one it finds most secure.

CURLAUTH_ANYSAFE
This is a comenience macro that sets all bits except Basic and thus makes libcurl pick
ary it finds suitable. libcurl will automatically select the one it finds most secure.

CURLOPT_PRXYAUTH
Pass a long as parametevhich is set to a bitmask, to tell libcurl what authentication method(s)
you want it to use for your proxy authenticatidhmore than one bit is set, libcurl will first query
the site to see what authentication methods it supports and then pick the best onewibuallo
use. For some methods, this will induce an extra network round-trip. Set the actual name and pass-
word with the CURLOPT_PRXYUSERPWDoption. The bitmask can be constructed by or'ing
together the bits listed ab® for the CURLOPT_HTTRUTH option. As of this writing, only
Basic, Digest and NTLM work. (Added in 7.10.7)

HTTP OPTIONS
CURLOPT_AUTOREFERER
Pass a non-zero parameter to enable this. When enabled, libcurl will automatically set the Referer:
field in requests where it follows a Location: redirect.

CURLOPT_ENCODING
Sets the contents of the Accept-Encoding: header sent in an HTTP request, and enables decoding
of a response when a Content-Encoding: header isredcelhreeencodings are supportaden-
tity, which does nothingieflatewhich requests the server to compress its response using the zlib
algorithm, andgzip which requests the gzip algorithm. If a zero-length string is set, then an
Accept-Encoding: header containing all supported encodings is sent.

This is a request, not an order; the server may or may not ddig.option must be set (toyan
non-NULL value) or else gnunsolicited encoding done by the server is ignored. See the special
file lib/README.encoding for details.

CURLOPT_FOLLOWLOCATION
A non-zero parameter tells the library to fel@ny Location: header that the server sends as part
of an HTTP header.

This means that the library will re-send the same request on théonation and follov new
Location: headers all the way until no more such headers are retGdBLOPT MAXREDIRS
can be used to limit the number of redirects libcurl will fello

CURLOPT_UNRESTRICTED_AUTH
A non-zero parameter tells the library it can continue to send authentication (useorgasdven
following locations, een when hostname changed. This option is meaningful only when setting
CURLOPT_FOLLOWLOCATION

CURLOPT_MAXREDIRS
Pass a long. The set number will be the redirection limit. If thatymedirections hae keen fol-
lowed, the next redirect will cause an err@QURLE_TOO_MANY_REDIREC) SThis option
only makes sense if tt@URLOPT_FOLLOWLOCATIOM used at the same time.
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CURLOPT_PUT

A non-zero parameter tells the library to use HTTP PUT to transfer data. The data should be set
with CURLOPT_READBTA andCURLOPT_INFILESIZE

This option is deprecated and starting with version 7.12.1 you should instea@UiRe
LOPT_UPLOAD

CURLOPT_POST

A non-zero parameter tells the library to do a regular HTTP post. This will alse trakbrary
use the a "Content-Type: application/x-www-form-urlencoded" heddlkis is by &r the most
commonly used POST method).

Use theCURLOPT_POSTFIELD®ption to specify what data to post aGJRLOPT_POST-
FIELDSIZEto set the data size.

Optionally, you can provide data to POST using tB6RLOPT_READFUNCTIONINd CUR-
LOPT_READIATA options but then you must makure to not seCURLOPT_POSTFIELD®
arything but NULL. When preiding data with a callback, you must transmit it using cleank
transferencoding or you must set the size of the data withQb&RLOPT POSTFIELDSIZE
option.

You can override the dedult POST Content-Type: header by setting your own \@thR-
LOPT_HTTPHEADER

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" he¥dercan disable
this header wittCURLOPT_HTTPHEADERS usual.

If you use POST to a HTTP 1.1 serwou can send data without knowing the size before starting
the POST if you use chunked encodingu}nable this by adding a headee [fransfer-Encod-
ing: chunked" withCURLOPT_HTTPHEADERWNIith HTTP 1.0 or without chunked transfgou
must specify the size in the request.

When setting CURLOPT_POSTto a non-zero value, it will automatically sefUR-
LOPT_NOBODYo 0 (since 7.14.1).

If you issue a POST request and then want toenaakEAD or GET using the same re-used han-
dle, you must explictly set the werequest type usingfCURLOPT_NOBODYor CUR-
LOPT_HTTPGETr similar.

CURLOPT_POSTFIELDS

libcurl 7.14.2

Pass a char * as parametamich should be the full data to post in an HTTP POST operatmn. Y
must mak aure that the data is formatted the way you want the server toedtcdibcurl will not
convert or encode it for you. Most web servers will assume this data to be url-encatedofe.

This POST is a normal application/x-www-form-urlencoded kind (and libcurl will set that Con-
tent-Type by default when this option is used), which is the most commonly used one by HTML
forms. See also theCURLOPT_POST Using CURLOPT_POSTFIELDSIimplies CUR-
LOPT_POST

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" heddercan disable
this header wittCURLOPT_HTTPHEADERS usual.

To make nultipart/formdata posts (aka rfc1867-posts), check outG&RLOPT HTTPPOST
option.
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CURLOPT_POSTFIELDSIZE
If you want to post data to the server without letting libcurl do a strlen() to measure the data size,
this option must be used. When this option is used you can post fully binary data, which otherwise
is likely to fail. If this size is set to -1, the library will use strlen() to get the size.

CURLOPT_POSTFIELDSIZE_LARGE
Pass a curl_off t as parametéise this to set the size of tIWIRLOPT _POSTFIELDS8ata to
prevent libcurl from doing strlen() on the data to figure out the size. This is tpe fite version of
the CURLOPT_POSTFIELDSIZ&ption. (Added in 7.11.1)

CURLOPT_HTTPPOST
Tells libcurl you want a multipart/formdata HTTP POST to be made and you instruct what data to
pass on to the sexv Pass a pointer to a liekl list of curl_httppost structs as paramet&he eas-
iest way to create such a list, is to esel_formadd(3)as documented. The data in this list must
remain intact until you close this curl handle again witH_easy_cleanup(3)

Using POST with HTTP 1.1 implies the use of a "Expect: 100-continue" he¥édercan disable
this header wittCURLOPT_HTTPHEADERS usual.

When settingCURLOPT_HTTPPOSTt will automatically seiCURLOPT_NOBODYo 0 (since
7.14.1).

CURLOPT_REFERER
Pass a pointer to a zero terminated string as parantietell be used to set the Referer: header in
the http request sent to the remote sefihis can be used to fool serg or scripts. You can also
set ay custom header wit€RURLOPT_HTTPHEADER

CURLOPT_USERAGENT
Pass a pointer to a zero terminated string as paranietaill be used to set the Uségent:
header in the http request sent to the remotesditvis can be used to fool servers or scriptas Y
can also set gncustom header wit€RURLOPT_HTTPHEADER

CURLOPT_HTTPHEADER
Pass a pointer to a lirdd list of HTTP headers to pass to the server in your HTTP request. The
linked list should be a fully valid list oftruct curl_dlist structs properly filled in. Use
curl_slist_append(3jo create the list andurl_slist_free_all(3)to clean up an entire list. If you
add a header that is otherwise generated and used by libcurl inteynaliyadded one will be
used instead. If you add a header with no contents as in 'Accept:’ (no data on the right side of the
colon), the internally used header will get disabled. Thus, using this option you camaushde
ers, replace internal headers and regninternal headers. The headers included in the linked list
must not be CRLF-terminated, because curl adds CRLF after each headesibera.té comply
with this will result in strange bugs because the server will maaiylignore part of the headers
you specified.

The first line in a request (usually containing a GET or POST) is not a header and cannot be
replaced using this option. Only the lines following the request-line are headers.

Pas a NULL to this to reset back to no custom headers.

The most commonly replaced headergehghortcuts" in the optionSURLOPT_COOKIECUR-
LOPT_USERAGEN&ndCURLOPT_REFERER

CURLOPT_HTTP200ALIASES
Pass a pointer to a lirdd list of aliases to be treated as valid HTTP 200 responses. Somes serv
respond with a custom header response lif@.example, IceCast servers respond with "ICY 200
OK". By including this string in your list of aliases, the response will be treated a&ldM TP
header line such as "HTTP/1.0 200 OK". (Added in 7.10.3)
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The linked list should be a fullyalid list of struct curl_slist structs, and be properly filled iise
curl_slist_append(3jo create the list anclirl_slist_free_all(3Yo clean up an entire list.

The alias itself is not parsed foryaversion strings. So if your alias is "MYHTTP/9.9", Libcurl
will not treat the semr as responding with HTTP version 9.9. Instead Libcurl will use aghgev
set by optiolCURLOPT_HTTP_VERSION

CURLOPT_COOKIE
Pass a pointer to a zero terminated string as paranitteill be used to set a cookie in the http
request. The format of the string should h&ME=CONTENTS, where NAME is the cookie
name and CONTENTS is what the cookie should contain.

If you need to set multiple cookies, you need to set them all using a single option and thus you
need to concatenate them all in one single string. Set multiple cookies in one s#itigslik
"namel=contentl; name2=content2;" etc.

Using this option multiple times will only makhe latest string\erride the previously ones.

CURLOPT_COOKIEFILE
Pass a pointer to a zero terminated string as paranietrould contain the name of your file
holding cookie data to read. The cookie data may be in Netscape / Mozilla cookie data format or
just regular HTTP-style headers dumped to a file.

Given an enpty or non-gisting file or by passing the empty string ("), this option will enable
cookies for this curl handle, making it understand and parsevedamiokies and then use match-
ing cookies in future request.

If you use this option multiple times, you just add more files to r&dhsequent files will add
more cookies.

CURLOPT_COOKIEJAR
Pass a file name as char *, zero terminated. This willerifcurl write all internally known cook-
ies to the specified file whamrl_easy cleanup(3} called. If no cookies are known, no file will
be created. Specify "-" to insteadvleahe cookies written to stdout. Using this option also enables
cookies for this session, so if you for example fellblocation it will male matching cookies get
sent accordingly.

If the cookie jar file can’be aeated or written to (when theurl_easy cleanup(3js called),
libcurl will not and cannot report an error for this. Usi@@ RLOPT_VERBOSKEr CUR-
LOPT_DEBUGFUNCTIONuvIll get a warning to displayut that is the only visible feedback you
get about this possibly lethal situation.

CURLOPT_COOKIESESSION
Pass a long set to non-zero to mark this asvacmkie "session”. It will force libcurl to ignore all
cookies it is about to load that are "session cookies" from the previous session. By default, libcurl
always stores and loads all cookies, independent ¥f e session cookies are not. Session cook-
ies are cookies without expiry date andytlee meant to be alé axd existing for this "session"
only.

CURLOPT_COOKIELIST
Pass a char * to a cookie string. Cookie can be either in Netscape / Mozilla format ogjust re
HTTP-style header (Set-Cookie: ...) format. If cURL cookie engiag mot enabled it will enable
its cookie enginePassing a magic string "ALL" will erase all cookies kmoby cURL. (Added in
7.14.1)

CURLOPT_HTTPGET
Pass a long. If the long is non-zero, this forces the HTTP request to get back tasale€ if a
POST HEAD, PUT or a custom requestieabeen used previously using the same curl handle.
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When settingCURLOPT_HTTPGETto a non-zero value, it will automatically s&@UR-
LOPT_NOBODYo 0 (since 7.14.1).

CURLOPT_HTTP_VERSION
Pass a long, set to one of the values describedwbdloey force libcurl to use the specific HTTP
versions. This is not sensible to do unless yotetagyod reason.

CURL_HTTP_VERSION_NONE
We cbn't care about what version the library uses. libcurl will use wieatethinks fit.

CURL_HTTP_VERSION_1 0
Enforce HTTP 1.0 requests.

CURL_HTTP_VERSION_1_1
Enforce HTTP 1.1 requests.

CURLOPT_IGNORE_CONTENT_LENGTH
Ignore the Content-Length head@&his is useful for Apache 1.x (and similar sms)
which will report incorrect content length for filegeo 2 gigabytes. If this option is used,
curl will not be able to accurately report progress, and will simply stop theload
when the server ends the connection. (added in 7.14.1)

FTP OPTIONS
CURLOPT_FTPPORT
Pass a pointer to a zero terminated string as paraneteil be used to get the IP address to use
for the ftp POH instruction. The PORinstruction tells the remote server to connect to our speci-
fied IP address. The string may be a plain IP address, a host name, an network interface name
(under Unix) or just a - letter to let the library use your systems default IP address. Default FTP
operations are pass} and thus wort use POR.

You disable POR again and go back to using the pagsveasion by setting this option to NULL.

CURLOPT_QUOTE
Pass a pointer to a linked list of FTP commands to pass to the server prior to your ftp request. This
will be done before gnother FTP commands are issuedefebefore the CWD command). The
linked list should be a fully valid list of to append strings (commands) to the list, and clear the
entire list afterwards withurl_slist_free_all(3) Disable this operation again by setting a NULL to
this option.

CURLOPT_POSTQUQOTE
Pass a pointer to a lirdd list of FTP commands to pass to the server after your ftp transfer request.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described
for CURLOPT_QUOTEDisable this operation again by setting a NULL to this option.

CURLOPT_PREQUQOTE
Pass a pointer to a linked list of FTP commands to pass to the server after the transfer type is set.
The linked list should be a fullyalid list of struct curl_slist structs properly filled in as described
for CURLOPT_QUOTEDisable this operation again by setting a NULL to this option.

CURLOPT_FTPLISTONLY
A non-zero parameter tells the library to just list the names of an ftp direictstyad of doing a
full directory listing that would include file sizes, dates etc.

This causes an FTP NLST command to be sBeatvare that some FTP servers list only files in
their response to NLSThey might not include subdirectories and symbolic links.

CURLOPT_FTPAPPEND
A non-zero parameter tells the library to append to the remote file insteadrafite it. This is

only useful when uploading to an ftp site.
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CURLOPT_FTP_USE_EPRT
Pass a long. If the alue is non-zero, it tells curl to use the HP@nd LPRT) command when
doing actve FTP davnloads (which is enabled BURLOPT_FTPPORJT Using EPR means
that it will first attempt to use EARand then LPR before using POR hut if you pass ALSE
(zero) to this option, it will not try using EFRr LPRT, only plain POR. (Added in 7.10.5)

If the server is an IPv6 host, this option wilvbao fect as of 7.12.3.

CURLOPT_FTP_USE_EPSV
Pass a long. If the value is non-zero, it tells curl to use the EPSV command when doing passi
FTP downloads (which it alys does by daiult). Using EPSV means that it will first attempt to
use EPSV before usingABYV, but if you pass FALSE (zero) to this option, it will not try using
EPSV only plain PASV.

If the server is an IPv6 host, this option wilvbao fect as of 7.12.3.

CURLOPT_FTP_CREATE_MISSING_DIRS
Pass a long. If the value is non-zero, curl will attempt to creatgemote directory that itfls to
CWD into. CWD is the command that changes working direc{édded in 7.10.7)

CURLOPT_FTP_RESPONSE_TIMEOUT
Pass a long. Causes curl to set a timeout period (in seconds) on the amount of time tha¢ithe serv
is allowed to tak in arder to generate a response message for a command before the session is
considered hungWhile curl is waiting for a response, this valueervides CURLOPT_TIME-
OUT. It is recommended that if used in conjunction W8 RLOPT_TIMEOUTyou setCUR-
LOPT_FTP_RESPONSE_TIMEOUW®d a value smaller thaGURLOPT_TIMEOUT (Added in
7.10.8)

CURLOPT_FTP_SKIP_PASV_IP
Pass a long. If set to a non-zero value, it instructs libcurl to not use the IP address the server sug-
gests in its 227-response to libcaFASY command when libcurl connects the data connection.
Instead libcurl will re-use the same IP address it already uses for the control connection. But it will
use the port number from the 227-response. (Added in 7.14.2)

This option has no effect if PAREPRT or EPSV is used instead of PASV.

CURLOPT_FTP_SSL
Pass a long using one of the values from el make libcurl use your desiredvel of SSL for
the ftp transfer(Added in 7.11.0)

CURLFTPSSL_NONE
Don't attempt to use SSL.

CURLFTPSSL_TRY
Try using SSL, proceed as normal otherwise.

CURLFTPSSL_CONTROL
Require SSL for the control connection or fail WBWRLE_FTP_SSL_FAILED

CURLFTPSSL_ALL
Require SSL for all communication or fail WiSlURLE_FTP_SSL FAILED

CURLOPT_FTPSSLAUTH
Pass a long using one of the values from el dter how libcurl issues "AJTH TLS" or
"AUTH SSL" when FTP wer SSL is actvated (seeCURLOPT_FTP_SSL(Added in 7.12.2)

CURLFTRAUTH_DEFRAULT
Allow libcurl to decide

CURLFTRAUTH_SSL
Try "AUTH SSL" first, and only if that fails try "AUTH TLS"
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CURLFTRAUTH_TLS
Try "AUTH TLS" first, and only if that fails try "AUTH SSL"

CURLOPT_SOURCE_URL
When set, it enables a FTP third party transfsing the set URL as source, whil@UR-
LOPT_URLis the target.

CURLOPT_SOURCE_USERPWD
Set "username:password" to use for the source connection when doing FTP third party transfers.

CURLOPT_SOURCE_QUOTE
Exactly like CURLOPT_QUOTIHhbut for the source host.

CURLOPT_SOURCE_PREQUOTE
Exactly like CURLOPT_PREQUOTut for the source host.

CURLOPT_SOURCE_POSTQUOTE
Exactly like CURLOPT_POSTQUOT,But for the source host.

CURLOPT_FTP_ACCOUNT
Pass a pointer to a zero-terminated string (or NULL to disable). When an FT& ssks for
"account data" after user name and password has been provided, this data i usémg dfie
ACCT command. (Added in 7.13.0)

PROTOCOL OPTIONS
CURLOPT_TRANSFERTEXT
A non-zero parameter tells the library to use ASCII mode for ftp transfers, instead ofahk def
binary transferFor win32 systems it does not set the stdout to binary mode. This option can be
usable when transferringxtedata between systems with different views on certain characters,
such as newlines or similar.

libcurl does not do a complete ASCII eersion when doing ASCII transfersye FTP. This is a
known limitation/flav that nobody has rectified. libcurl simply sets the mode to ascii and performs
a gandard transfer.

CURLOPT_CRLF
Corvert Unix newlines to CRLF newlines on transfers.

CURLOPT_RANGE
Pass a char * as parametahich should contain the specified range you want. It should be in the
format "X-Y", where X or Y may be left out. HTTP transfers also suppegrakintervals, sepa-
rated with commas as iX-Y,N-M". Using this kind of multiple intervals will cause the HTTP
sener to send the response document in pieces (using standard MIME separation techiisgies). P
a NULL to this option to disable the use of ranges.

CURLOPT_RESUME_FROM
Pass a long as parametdr contains the offset in number of bytes that yoantthe transfer to
start from. Set this option to 0 to neate transfer start from the beginningféetively disabling
resume).

CURLOPT_RESUME_FROM_LARGE
Pass a curl_df t as parametett contains the offset in number of bytes that you want the transfer
to start from. (Added in 7.11.0)

CURLOPT_CUSTOMREQUEST
Pass a pointer to a zero terminated string as paranieteill be user instead of GET or HEAD
when doing an HTTP request, or instead of LIST or NLST when doing an ftp directory listing.
This is useful for doing DELETE or other more or less obscure HTTP requests$.dodhis at
will, make aure your server supports the command first.

Restore to the internal default by setting this to NULL.
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Many people hae wongly used this option to replace the entire request with their own, including
multiple headers and POST contents. While that mighkw mary cases, it will cause libcurl to
send iwvalid requests and it could possibly confuse the remote server. his@lCURLOPT_POST

and CURLOPT_POSTFIELD® set POST data. USRURLOPT_HTTPHEADERoO replace or
extend the set of headers sent by libcurl. G&#RLOPT_HTTP_VERSION change HTTP ar-

sion.

CURLOPT_FILETIME
Pass a long. If it is a non-zer@lue, libcurl will attempt to get the modification date of the remote
document in this operation. This requires that the remoterssends the time or replies to a time
qguerying command. Theurl_easy_getinfo(3junction with theCURLINFO_FILETIMEargument
can be used after a transfer to extract the veddime (if any).

CURLOPT_NOBODY
A non-zero parameter tells the library to not include the body-part in the output. This is only rele-
vant for protocols that hee sparate header and body parts. On HTTP(S) servers, this widl mak
libcurl do a HEAD request.

To change request to GEYou should us€ URLOPT_HTTPGETChange request to POST with
CURLOPT_POSTtc.

CURLOPT_INFILESIZE
When uploading a file to a remote site, this option should be used to tell libcurl whapdicted
size of the infile is. This alue should be passed as a long. See @Y&RLOPT_ INFILE-
SIZE_LARGE

CURLOPT_INFILESIZE_LARGE
When uploading a file to a remote site, this option should be used to tell libcurl whap¢icted
size of the infile is. This value should be passed as a curl_off t. (Added in 7.11.0)

CURLOPT_UPLOAD
A non-zero parameter tells the library to prepare for an uploadCURLOPT_READBTA and
CURLOPT_INFILESIZE®r CURLOPT _INFILESIZE_LARGEre also interesting for uploads. If
the protocol is HTTRuploading means using the PUT request unless you tell libcurl otherwise.

Using PUT with HTTP 1.1 implies the use of a "Expect: 100-continue" hed@er can disable
this header wittCURLOPT_HTTPHEADERS usual.

If you use PUT to a HTTP 1.1 seryyou can upload data without knowing the size before start-
ing the transfer if you use chuedk encoding. You enable this by adding a header"likansfer-
Encoding: chunked" witCURLOPT_HTTPHEADERWith HTTP 1.0 or without chunked trans-
fer, you must specify the size.

CURLOPT_MAXFILESIZE
Pass a long as paramet@&his allovs you to specify the maximum size (in bytes) of a file terdo
load. If the file requested is tr than this value, the transfer will not start and CURLE_FILE-
SIZE_EXCEEDED will be returned.

The file size is not alays known prior to denload, and for such files this option has nieef
evan if the file transfer ends up being larger than thigrgiimit. This concerns both FTP and
HTTP transfers.

CURLOPT_MAXFILESIZE_LARGE
Pass a curl_off t as paramet@&his allows you to specify the maximum size (in bytes) of a file to
download. If the file requested is larger than this value, the transfer will not start and
CURLE_FILESIZE_EXCEEDEWill be returned. (Added in 7.11.0)

The file size is not alays known prior to denload, and for such files this option has nieef
evan if the file transfer ends up being larger than thigrgiimit. This concerns both FTP and
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HTTP transfers.

CURLOPT_TIMECONDITION
Pass a long as paramet&his defines he the CURLOPT_TIMEVALUEHEime value is treated.ou
can set this parameter tGURL_TIMECOND_IFMODSINCEor CURL_TIMECOND_IFUN-
MODSINCE This feature applies to HTTP and FTP.

The last modification time of a file is notalys known and in such instances this feature wileha
no effect gen if the given time condition would hae rot been met.

CURLOPT_TIMEVALUE
Pass a long as parametéhis should be the time in seconds since 1 jan 1970, and the time will be
used in a condition as specified WBWRLOPT_TIMECONDITION

CONNECTION OPTIONS
CURLOPT_TIMEOUT
Pass a long as parameter containing the maximum time in seconds that yothalldcurl trans-
fer operation to take. Normajlgame lookups can teka onsiderable time and limiting operations
to less than a fe minutes risk aborting perfectly normal operations. This option will cause curl to
use the SIGALRM to enable time-outing system calls.

In unix-like systems, this might cause signals to be used uglggd_ OPT_NOSIGNAIs set.

CURLOPT_LOW_SPEED_LIMIT
Pass a long as parametércontains the transfer speed in bytes per second that the transfer should
be belov during CURLOPT_LOW_SPEED_TIM&econds for the library to consider it toovslo
and abort.

CURLOPT_LOW_SPEED_TIME
Pass a long as parametdtr contains the time in seconds that the transfer should bev likto
CURLOPT_LOW_SPEED_LIMIfbr the library to consider it too sioand abort.

CURLOPT_MAXCONNECTS
Pass a long. The set number will be the persistent connection cache size. The set amount will be
the maximum amount of simultaneously open connections that libcurl may cachelt 5, and
there isnt much point in changing this value unless you are perfeatiyeaof hav this work and
changes libcurs behaviour This concerns connection usingyasf the protocols that support per
sistent connections.

When reaching the maximum limit, curl uses @IeRLOPT_CLOSEPOLICY figure out which
of the existing connections to close toyardg the number of open connections to increase.

If you already hee performed transfers with this curl handle, setting a smaller MAXCONNECTS
than before may cause open connections to get closed unnecessarily.

CURLOPT_CLOSEPOLICY
Pass a long. This option sets what pglidcurl should use when the connection cache is filled and
one of the open connections has to be closed te muakn for a ne/ connection. This must be
one of the CURLCLOSEPOLICY_* defines. Use CURLCLOSEPOL-
ICY_LEAST RECENTLY_USE®male libcurl close the connection that was least recently used,
that connection is also leastdily to be capable of re-use. USEIRLCLOSEPOLICY_OLDES®
male libcurl close the oldest connection, the one that was created first among the ones in the con-
nection cache. The other close policies are not support yet.

CURLOPT_FRESH_CONNECT
Pass a long. Set to non-zero to make next transfer use awméfresh) connection by force. If the
connection cache is full before this connection, one of tistieg connections will be closed as
according to the selected or default pglithis option should be used with caution and only if you
understand what it does. Set this to 0 teehfbcurl attempt re-using an existing connection
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(default behavior).

CURLOPT_FORBID_REUSE
Pass a long. Set to non-zero to reake next transfer explicitly close the connection when done.
Normally, libcurl keep all connections aéi when done with one transfer in case there comes a
succeeding one that can re-use thérhis option should be used with caution and only if you
understand what it does. Set to 0 teenbbcurl keep the connection open for possibly later re-use
(default behavior).

CURLOPT_CONNECTTIMEOUT
Pass a long. It should contain the maximum time in seconds that yeou thkkoconnection to the
sener to talke. Thisonly limits the connection phase, once it has connected, this option is of no
more use. Set to zero to disable connection timeout (it will then only timeout on the system’
nal timeouts). See also tRJRLOPT_TIMEOUToption.

In unix-like systems, this might cause signals to be used uglggd_ OPT_NOSIGNAIs set.

CURLOPT_IPRESOLVE
Allows an application to select what kind of IP addresses to use when resolving host names. This
is only interesting when using host names that resaldresses using more than one version of
IP. The allowed values are:

CURL_IPRESOLVE_WHATEVER
Default, resolves addresses to all IP versions that your system allows.

CURL_IPRESOLVE_V4
Resole to ipv4 addresses.

CURL_IPRESOLVE_V6
Resole to ipv6 addresses.

SSL and SECURITY OPTIONS
CURLOPT_SSLCERT
Pass a pointer to a zero terminated string as paramidterstring should be the file name of your
certificate. The default format is "PEM" and can be changed@WRLOPT_SSLCERTTYPE

CURLOPT_SSLCERTTYPE
Pass a pointer to a zero terminated string as paramidterstring should be the format of your-cer
tificate. Supported formats are "PEM" and "DER". (Added in 7.9.3)

CURLOPT_SSLCERTPASSWD
Pass a pointer to a zero terminated string as parantieteitl be used as the password required to
use theCURLOPT_SSLCERGertificate.

This option is replaced bURLOPT_SSLKEYPASSWADd should only be used for bacna
compatibility You never needed a pass phrase to load a certificate but you need one to load your
private key.

CURLOPT_SSLKEY
Pass a pointer to a zero terminated string as paramidterstring should be the file name of your
private key. The default format is "PEM" and can be changed @tHRLOPT_SSLKEYTYPE

CURLOPT_SSLKEYTYPE
Pass a pointer to a zero terminated string as paraniéterstring should be the format of your pri-
vate key. Supported formats are "PEM", "DER" and "ENG".

The format "ENG" enables you to load thevpie key from a crypto engine. In this caStJR-
LOPT_SSLKENYs used as an identifier passed to the engine. Yoe bast the crypto engine
with CURLOPT_SSLENGINE'DER" format ley file currently does not work because of a bug in
OpenSSL.
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CURLOPT_SSLKEYPASSWD
Pass a pointer to a zero terminated string as parantieteitl be used as the password required to
use theCURLOPT_SSLKErivate key.

CURLOPT_SSLENGINE
Pass a pointer to a zero terminated string as paranietsill be used as the identifier for the
crypto engine you want to use for younvate key.

If the crypto device cannot be load€lJRLE_SSL_ENGINE_NOTFOUN®returned.

CURLOPT_SSLENGINE_DEAULT
Sets the actual crypto engine as the default for (asymmetric) crypto operations.

If the crypto device cannot be s€lJRLE_SSL_ENGINE_SETFAILE®returned.

CURLOPT_SSLVERSION
Pass a long as parameter to control what version of SSL/TLS to attempt to usevailhigiea
options are:

CURL_SSLVERSION_DERULT
The default action. When libcurl built with OpenSSL, this will attempt to figure out the
remote SSL protocol version. Unfortunately there are a lot of ancient and brokers serv
in use which cannot handle this technique and will fail to connect. When libcuiiltis b
with GnuTLS, this will mean SSLv3.

CURL_SSLVERSION_TLSv1
Force TLSv1

CURL_SSLVERSION_SSLv2
Force SSLv2

CURL_SSLVERSION_SSLv3
Force SSLv3

CURLOPT_SSL_VERIFYPEER
Pass a long as parameter.

This option determines whether cudrifies the authenticity of the peeiertificate. Anonzero
value means curl verifies; zero means it doesmhe default is nonzero, but before 7.10, iasv
zero.

When ngotiating an SSL connection, the server sends a certificate indicating its id€&utity
verifies whether the certificate is authentic, i.e. that you can trust that tlee sewho the certifi-

cate says it is. This trust is based on a chain of digital signatures, rooted in certification authority
(CA) certificates you supplyAs of 7.10, curl installs a default bundle of CA certificates and you
can specify alternate certificates with BgRLOPT_CAINFQption or theCURLOPT_CARTH

option.

When CURLOPT_SSL_VERIFYPEE®&nonzero, and the verification fails to peohat the cer
tificate is authentic, the connectiail§. Whenthe option is zero, the connection succeedarde
less.

Authenticating the certificate is not by itselry useful. You typically want to ensure that the
server as aithentically identified by its certificate, is the server you mean to be talkingg®e.
CURLOPT_SSL_VERIFYHOS4 control that.

CURLOPT_CAINFO
Pass a char * to a zero terminated string naming a file holding one or more certificates to verify the
peer with. This makes sense only when used in combination wittheLOPT_SSL_VERI-
FYPEERoption. If CURLOPT_SSL VERIFYPEER zero, CURLOPT_CAINFOneed not een
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indicate an accessible file.

CURLOPT_CARTH
Pass a char * to a zero terminated string naming a directory holding multiple CA certificates to
verify the peer with. The certificate directory must be prepared using the openssl ¢_rehash utility
This males sense only when used in combination withGbRLOPT_SSL_VERIFYPEERtion.
If CURLOPT_SSL VERIFYPEERzero,CURLOPT_CARTH need not gen indicate an accessi-
ble path. The CURLOPT_CARTH function apparently does not work inivdows due to some
limitation in openssl. (Added in 7.9.8)

CURLOPT_RANDOM_FILE
Pass a char * to a zero terminated file name. The file will be used to read from to seed the random
engine for SSL. The more random the specified file is, the more secure the SSL connection will
become.

CURLOPT_EGDSOCKET
Pass a char * to the zero terminated path name to the BrBathering Daemon socket. It will be
used to seed the random engine for SSL.

CURLOPT_SSL_VERIFYHOST
Pass a long as parameter.

This option determines whether curl verifies that the server claims to be who you want it to be.
When negotiating an SSL connection, the server sends a certificate indicating its identity.

When CURLOPT_SSL_VERIFYHOSS 2, that certificate must indicate that the serng the
server to which you meant to connect, or the connection fails.

Curl considers the server the intended one when the Common Name field or a Subject Alternate
Name field in the certificate matches the host name in the URL to which you told Curl to connect.

When the value is 1, the certificate must contain a Common Name field, but itt chosetser what
name it says. (This is not ordinarily a useful setting).

When the value is 0, the connection succeegidkess of the names in the certificate.
The default, since 7.10, is 2.

The checking this option controls is of the identity that theeselaims The server could be
lying. To control lying, seeCURLOPT_SSL VERIFYPEER

CURLOPT_SSL_CIPHER_LIST
Pass a char *, pointing to a zero terminated string holding the list of ciphers to use for the SSL
connection. The list must be syntactically correct, it consists of one or more cipher strings sepa-
rated by colons. Commas or spaces are also acceptable separators but colons are normally used, , -
and + can be used as operators. Valid examples of cipher lists include 'RC4-SHAL+DES’,
'TLSv1' and 'DEFAULT’. The default list is normally set when you compile OpenSSL.

You'll find more details about cipher lists on this URL:
http://www.openssl.org/docs/apps/ciphers.html

CURLOPT_KRB4LEVEL
Pass a char * as paramet&et the krb4 security &, this also enables krb4vareness. Thiss a
string, 'clear’, 'safe’, 'confidential’ or 'pxiate’. If the string is set but doesmatch one of these,
'private’ will be used. Set the string to NULL to disable kerberos4. The kerberos support only
works for FTP.
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OTHER OPTIONS
CURLOPT_PRIMTE
Pass a char * as parameteointing to data that should be associated with this curl hafdie.
pointer can subsequently be retaeé using curl_easy_getinfo(3)vith the CURLINFO_PRI¥TE
option. libcurl itself does nothing with this data. (Added in 7.10.3)
CURLOPT_SHARE

Pass a share handle as a paramétee share handle mustugakeen created by a previous call to
curl_share_init(3) Setting this option, will ma this curl handle use the data from the shared han-
dle instead of keeping the data to itself. This enablesaecurl handles to share data. If the curl
handles are used simultaneouslgu MUST use the locking methods in the share handle. See
curl_share_setopt(3pr details.

TELNET OPTIONS

CURLOPT_TELNETOPTIONS

Provide a pointer to a curl_slist with variables to pass to the telrggitindons. The ariables
should be in the format <option=value>. libcurl supports the options 'TTYPE’, 'XDISPLOC’ and
'NEW_ENV'. See the TELNET standard for details.

RETURN VALUE

CURLE_OK (zero) means that the option was set propeédyn-zero means an error occurred as
<curl/curl.h> defines. See thibcurl-errors(3) man page for the full list with descriptions.

If you try to set an option that libcurl doeshhow about, perhaps because the library is too old to support
it or the option was renved in a recent version, this function will retu@URLE_FAILED _INIT

SEE ALSO
curl_easy init(3), curl_easy cleanup(3), curl_easy reset(3),

libcurl 7.14.2 22 Sep 2005 20



